
PRIVACY POLICY 

LAST REVISED ON: [FEBRUARY 1, 2021] 
 
This Privacy Policy applies to N2Streams LLC (“we,” “us,” “our,” “Beffbot,” or the “Company”) and 
describes how the Company gathers, uses, and maintains your personal information.  

This Privacy Policy also applies to your use of our website and other sites under the beffbot.com or 
n2streams.com domain, including any subdomains or versions thereof, and any plug-ins that link 
to this Privacy Policy (collectively, the “Website”), mobile, desktop applications, including any Slack 
channel related thereto (the “Apps”) (the Website and Apps collectively, the “Platform”). By using 
the Platform, you confirm that you have read and understand this Privacy Policy, as well as the 
Company’s Terms of Use (the “Terms”).  The Terms are hereby incorporated by reference into this 
Privacy Policy as if set forth fully herein. 

1. INFORMATION WE COLLECT 

Personal Information 

In order to better provide you with products and services offered through the Platform, to verify 
your age, we will be required to collect personally identifiable information, such as your: 
 

• First and Last Name 
• Email Address 
• Date of Birth 
• Phone Number 
• Street Address 
• City 
• Zip Code 
• Brokerage information (brokerage account number, account type and API key) 
• Billing and payment information (bank account information, credit and/or debit card 

information, and other such information necessary to facilitate payment) 
 
We do not collect any personal information about you unless you voluntarily provide it to us. 
However, you may be required to provide certain personal information to us when you elect to use 
certain products or services available through the Platform. These may include: (a) registering for 
an account on the Platform; (b) sending us an email message; (c) submitting your credit card or 
other payment information when using services through the Platform; (d) sharing your brokerage 
account details. We will use your information for, but not limited to, communicating with you in 
relation to services and/or products you have requested from us. We also may gather additional 
personal or non-personal information in the future. 
 



We collect and use your personal information you provide to operate the Platform and deliver the 
services you have requested. We may also use your personally identifiable information to inform 
you of other products or services available from the Company and its affiliates. 

2. AUTOMATICALLY COLLECTED INFORMATION 

Information about your computer hardware and software may be automatically collected by the 
Company. This information can include: user session information, your IP address, browser type, 
domain names, access times and referring website addresses. When using the Apps, the Company 
may also collect your location.  If you do not wish to share your location, you may disable location 
settings through the App. This information is used for the operation of the Platform, to maintain 
quality of the Platform, and to provide general statistics regarding use of the Platform. 
 

Analytics information.    

We may directly collect analytics data, or use third-party analytics tools, to help us measure 
traffic and usage trends for the Platform.  These tools collect information sent by your browser 
or mobile device, including the pages you visit and other information that assists us in 
improving the Platform.  We collect and use this analytics information in aggregate form such 
that it cannot reasonably be manipulated to identify any particular individual user. 
 
Cookies information.    

When you use the Platform, we may send one or more cookies – a small text file containing a 
string of alphanumeric characters – to your computer that uniquely identifies your browser 
and lets us help you log in faster and enhance your navigation through the Website. A cookie 
may also convey information to us about how you use the Platform (e.g., the pages you view, 
the links you click and other actions you take on the Platform) and allow us or our business 
partners to track your usage of the Platform over time. A persistent cookie remains on your 
hard drive after you close your browser.  Persistent cookies may be used by your browser on 
subsequent visits to the Website. Persistent cookies can be removed by following your web 
browser’s directions. A session cookie is temporary and disappears after you close your 
browser. You can reset your web browser to refuse all cookies or to indicate when a cookie is 
being sent.  However, some features of the Platform may not function properly if the ability to 
accept cookies is disabled. 
 
Log file information.    

Log file information is automatically reported by your browser or mobile device each time 
you access the Platform.  When you use the Platform, our servers automatically record certain 
log file information. These server logs may include anonymous information such as your web 
request, Internet Protocol (“IP”) address, browser type, referring / exit pages and URLs, the 
number of clicks and how you interact with links on the Platform, domain names, landing 
pages, pages viewed, and other such information. 
 
Clear GIFs/web beacons information.    



When you use the Platform, we may employ clear Graphics Interchange Format (GIF), also 
known as web beacons, which are used to anonymously track the online usage patterns of 
our users. In addition, we may also use clear GIFs in HTML-based emails sent to our users to 
track which emails are opened and which links are clicked by recipients. The information 
allows for more accurate reporting and improvement of the Platform. 
 
Device Identifiers.    

When you access the Platform by or through a mobile device (including but not limited to 
smart-phones or tablets), we may access, collect, monitor and/or remotely store one or more 
unique device identifiers. Device identifiers are small data files or similar data structures 
stored on or associated with your mobile device, which uniquely identify your mobile device. 
A device identifier may be data stored in connection with the device hardware, data stored in 
connection with the device’s operating system or other software, or data sent to the device 
by the Company.  A device identifier may convey information to us about how you browse 
and use the Platform. A device identifier may remain persistently on your device, to help you 
log in faster and enhance your navigation through the Platform. Some features of the Platform 
may not function properly if use or availability of device identifiers is impaired or disabled. 
 
Use of Information Collected Through Technology.  

We use or may use cookies, log file, device identifiers, and clear GIFs information to (a) 
remember information so that you will not have to re-enter it during your visit or the next time 
you visit the Website; (b) provide custom, personalized content, and information; (c) to 
provide and monitor the effectiveness of the Platform; (d) monitor aggregate metrics such as 
total number of visitors, traffic, and demographic patterns; and (e) diagnose or fix technology 
problems. 

3. HOW WE SHARE YOUR INFORMATION 

We may disclose aggregated and anonymized information about our users, and information that 
does not identify any individual, without restriction.  We may disclose personal and business 
information that we collect or that you provide as described in this Privacy Policy: 
 

• To our affiliates; 
• To contractors, service providers, and other third parties we use to support our business 

and who are bound by contractual obligations to keep personal information confidential 
and use it only for the purposes for which we disclose it to them; 

• To fulfill the purpose for which you provide the information; 
• Fraud detection (we currently use Google Cloud Services); 
• For any other purpose disclosed by us; 
• With your consent; 
• As required by law, such as to comply with a subpoena, or similar legal process; 
• When we believe in good faith that disclosure is necessary to protect our rights, protect 

your safety or the safety of others, investigate fraud, or respond to a government request; 



• If the Company is involved in a merger, acquisition, or sale of all or a portion of its assets, 
you will be notified via email and/or a prominent notice on our Website of any change in 
ownership or uses of this information, as well as any choices you may have regarding this 
information. 

4. LINKS 

The Platform may contain links to other sites. Please be aware that we are not responsible for the 
content or privacy practices of such other sites. We encourage our users to be aware when they 
leave our Website and to read the privacy policies of any other Website that collects personally 
identifiable information. 

5. SECURITY OF YOUR PERSONAL INFORMATION 

The Company secures your personal information from unauthorized access, use, or disclosure. The 
Company uses the following methods for this purpose: 
 

• The Platform is encrypted with SSL certificates 
 

• Encryption for data at rest provided through cloud providers 
 

• All Company data is hosted by Google Cloud Services and Amazon Web Services (AWS) 
service, which is only accessible by the application server and the Company. 

 
When personal information (such as a credit card number) is transmitted to other websites, it is 
protected through the use of encryption, such as the Secure Sockets Layer (SSL) protocol. 
  
We strive to take appropriate security measures to protect against unauthorized access to or 
alteration of your personal information. Unfortunately, no data transmission over the Internet or any 
wireless network can be guaranteed to be 100% secure. As a result, while we strive to protect your 
personal information, you acknowledge that: (a) there are security and privacy limitations inherent 
to the Internet which are beyond our control; and (b) security, integrity, and privacy of any and all 
information and data exchanged between you and us through the Platform cannot be guaranteed.  
Nonetheless, to the extent allowed under law, the Company expressly disclaims any liability that 
may arise should any other individuals obtain the information you submit via the Platform. 

6. DATA RETENTION, DISPOSAL, AND DESTRUCTION 

The Company will retain both automatically collected date and user-provided data for as long as 
you use the Platform and for a reasonable time thereafter.  If you would like us to delete your user-
provided data that you have provided via the Platform, please contact us at privacy@n2streams.com 
and we will respond within a reasonable time.  Please note that some or all of the user-provided 
data may be required for the Platform to function properly. 



If a user requests the disposal/destruction of personally identifying information, the Company will 
dispose of/destroy the data in accordance with the Company’s data disposal/destruction policies. 

7. CHILDREN 

The Platform is not directed towards individuals under 18 years of age and the Company does not 
knowingly collect any information from individuals under 18 years of age through the Platform. 

8. YOUR CALIFORNIA PRIVACY RIGHTS 

If you are a resident of the State of California and the Company has an established business 
relationship with you, then, pursuant to Section 1798.83 of the California Civil Code, you have the 
right to request the following at any time: (a) information from the Company free of charge 
regarding the manner in which the Company shares certain personal information collected through 
the Platform with third parties who use such information for direct marketing purposes; and (b) the 
discontinuation (or opt-out) of the Company sharing of such information with such third parties. 
Please submit any such request (“California Privacy Rights Request”) to any one of the following: 

        By mail:       
 N2 Streams LLC  
 30 N Gould St, Ste N 
 Sheridan, WY 82801 
 
             By e-mail: privacy@n2streams.com with a subject line of “Your California Privacy Rights.” 
 
For each California Privacy Rights Request, please state “Your California Privacy Rights” in the e-
mail or letter subject line, and clearly state the following in the body: 
 

• the nature of your request; 
• that the request is related to “Your California Privacy Rights;” 
• your name, street address, city, state, zip code, and e-mail address; and 
• whether you prefer to receive a response to your request by mail or e-mail. 
• If you send a California Privacy Rights Request by mail, then please do so by U.S. Certified 

Mail, Return Receipt Requested to allow for confirmation of mailing, delivery, and tracking. 
The Company will not accept a California Privacy Rights Request via telephone or fax; and 
is not responsible for a California Privacy Rights Request that is incomplete, incorrectly 
labeled, or incorrectly sent. 

• You are solely responsible for the accuracy and content of your personal information, and 
for keeping your personal information current and correct. 

9. EUROPEAN UNION CITIZENS’ RIGHTS UNDER GDPR 

If you are a citizen under the European Union, you have certain rights under the General Data 
Protection Regulation regarding information we collect, including the following:  

• The right to be provided with a copy of your personal information (the right of access). 



• The right to require us to correct any mistakes in your personal information. 

•  The right to require us to delete your personal information in certain situations. 

• The right to require us to restrict processing of your personal information in certain 
circumstances, e.g. if you contest the accuracy of the data. 

• The right to receive the personal information you provided to us, in a structured, commonly 
used and machine-readable format and/or transmit that data to a third party – in certain 
situations. 

• The right to object: 

o at any time to your personal information being processed for direct marketing 
(including profiling); 

o in certain other situations to our continued processing of your personal information, 
e.g. processing carried out for the purpose of our legitimate interests. 

• The right not to be subject to a decision based solely on automated processing (including 
profiling) that produces legal effects concerning you or similarly significantly affects you. 

If you are a citizen under the European Union who has provided us with information subject to 
GDPR and would like exercise any of the foregoing rights, please contact us at 
privacy@n2streams.com. 

10. CHOICES ABOUT YOUR INFORMATION 

You control your account information and settings.   

You may update your profile information and email-communication preferences at any time by 
logging in to your account.  You can also stop receiving promotional email communications from 
us by clicking on the “unsubscribe link” provided in such communications.  We make every effort 
to promptly process all unsubscribe requests. As noted above, you may not opt out of service-
related communications (e.g., account verification, purchase and billing confirmations and 
reminders, changes/updates to features of the Platform, technical and security notices).  If you have 
any questions about reviewing or modifying your account information, you can contact us directly 
through the message center. 
 
Tracking Technology.    

The Platform does not respond to “do not track” (DNT) signals. The only way to completely opt out 
of the collection of any information through cookies or other tracking technology is to actively 
manage the settings on your browser or mobile device.  Please refer to your mobile device or 
browser’s technical information for instructions on how to delete and disable cookies, and other 
tracking/recording tools. To learn more about cookies, clear GIFs/web beacons and related 
technologies, you may wish to visithttp://www.allaboutcookies.org and/or the Network Advertising 
Initiative’s online resources, located at http://www.networkadvertising.org. Depending on your 
type of device, it may not be possible to delete or disable tracking mechanisms on your mobile 
device. Note that disabling cookies and/or other tracking tools prevents this organization and its 



partners from tracking your browser’s activities in relation to the Platform. However, doing so may 
disable many of the features available through the Platform. If you have any questions about opting 
out of the collection of cookies and other tracking/recording tools, you can contact us directly 
through the message center. 

Following termination or deactivation of your user account.   

We may retain your profile information and User Content following termination of your account.    

11.  THIRD PARTY COLLECTION 

The Company does not authorize third parties to collect your personal information when you use 
the Platform, except as expressly stated in this Privacy Policy. TO THE FULLEST EXTENT PERMITTED 
BY LAW, THE COMPANY IS NOT RESPONSIBLE FOR, AND YOU HEREBY RELEASE THE COMPANY 
FROM ANY AND ALL LIABILITY WHICH MAY ARISE FROM, SUCH THIRD PARTIES’ UNAUTHORIZED 
COLLECTION OF YOUR PERSONAL INFORMATION. 

12. CHANGES TO THIS PRIVACY POLICY 

The Company reserves the right to change this Privacy Policy from time to time. We will notify you 
about significant changes in the way we treat personal information by sending a notice to the 
primary email address specified in your account, by placing a prominent notice on our Website, 
and/or by updating any privacy information on this page. Your continued use of the Platform after 
such modifications will constitute your: (a) acknowledgment of the modified Privacy Policy; and (b) 
agreement to abide and be bound by that Policy. 

13. CONTACT INFORMATION 

The Company welcomes your questions or comments regarding Privacy Policy. If you believe that 
the Company has not adhered to this Privacy Policy, please contact the Company at 
privacy@n2streams.com. 
 
 


